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Abstract. Public opinion management is reflected in a balanced approach to the information policy of the country, where
the rationalistic outlook of the community promotes the social, economic, and political development of the state values.
The formation of an individual’s political consciousness is subject to the influence of the information space in which they
live, and this poses the relevance of investigating the issue of managing and defining disinformation at the stage of rapid
digitalisation of society. Therefore, the purpose of the study was to determine the specifics of the development of patterns
of political behaviour and consciousness of an individual in the process of forming a public stance in the context of
socio-psychological, informational, and political determinants. The basis of the theoretical and methodological approach
in this study was a combination of qualitative methods of systematic analysis of the specifics of psychological factors
shaping political views and community behaviour, as well as content analysis of countering disinformation at the current
stage of development of society. Furthermore, several surveys were conducted regarding the views and perceptions of
the population on information in the media space in the country. The article also presents data that reflect the issue of
the psychological phenomenon of society, in particular political judgments, moods, needs and motives of people, which
are the result of social and political relations and are realised in a certain political behaviour and actions of both an
individual and society as a whole. This article discusses the issues of combating disinformation in the digital space of the
state and ways to improve the information literacy of the population. The results of the research are of practical value
for educational, social, and psychological organisations that have a direct impact on the formation of legal behaviour

and a conscious attitude to information processes in the digital space
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Introduction

The digitalisation of the modern world places new demands
on the quality of the information space, where attempts to
raise the significance of information can lead to uninten-
tional distortion or contribute to deliberate misinformation.
These conditions create the need for meaningful information
management at all levels of society. In particular, special
attention is being paid to the process of forming the politi-
cal consciousness of citizens and their responsible decisions
in the field of the political activity of the country. At the
same time, the legal aspect of informatisation regulation is
gaining relevance, ensuring the development of legal norms
and rules, as well as defining the rights and obligations of
participants in this process. In this regard, the issues of polit-
ical psychology as a mechanism for studying the patterns of
behavioural characteristics of people in the context of their
political activity are becoming more relevant.

Exploring the issues of political consciousness of differ-
ent generations, O.1. Tsurkanova (2022) notes that the key
role in shaping one’s political attitude is played by the infor-
mation that one receives from formal and informal sources
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(political authorities, organisations, rumours). Completeness
and reliability of information allow a person to form certain
political beliefs that contribute to their self-identification
in the political system, in particular, this is reflected in the
system of personal values, where a person can realise their
own expectations, guidelines and goals, which allow them to
critically assess political processes and implement relevant
political activities. S. Doskach and L. Kostyk (2021) studying
the issue of technologies of information and manipulative
influence on people’s political behaviour, points to the need
to develop political consciousness among the younger gener-
ation in order to form their ability to analyse and understand
the essence of the socio-political activities of the authorities,
in particular the ability to navigate and actively participate
in the political life of the country.

At the same time, the authors see the purpose of shaping
the political consciousness of the population at the current
stage of the digitalisation of society as avoiding and prevent-
ing manipulative acts by the authorities. Besides, political
orientations are also influenced by the exchange of personal
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experience between people regarding a particular political
event or process. Thus, E. Kubin et al. (2021) studying the
differences in the formation of an individual’s electoral be-
haviour in the context of adopting the experience of others
and official political facts, determine those moral beliefs,
which are validated by the life experience of another per-
son, have a greater impact on an individual’s participation
in political activities than facts. At the same time, the key
motivation for this, as noted by M. Gurytska and V. Ryh-
lik (2023) is an individual’s desire to influence the govern-
ment, to evaluate its efforts and achievements. Studying the
issue of modelling electoral behaviour, the authors note that
the lack of a formed political consciousness is the main fac-
tor of absenteeism.

The modernisation of state processes in Ukrainian so-
ciety, including the transformation of the social order, re-
assessment of values and awareness of the importance of
information management, is increasingly challenging the
formation of the political culture of the population. Thus,
A.V. Sakun et al. (2021) studying the problem of the pros-
pects for the development of Ukraine’s political culture, note
that the integration process of entering the European space
should be implemented on the basis of a set of values, be-
liefs and appropriate political behaviour of the population,
where legal norms should ensure regulation and orderliness
of political activity and political relations between citizens
and the authorities. At the same time, legal regulation of
the information space is of particular importance. Studying
the political socialisation of the population in the context
of the rapid development of the information culture of so-
ciety N.S. Ukhanova (2020) highlights the crucial role of
mass media in shaping the political outlook of young peo-
ple. The author also argues that the transmission of personal
socio-political values and opinions by the everyday environ-
ment of the younger generation (teachers, family, friends)
plays an important role in the formation of their political
consciousness. However, such preferences and positions may
not always correspond to actual political processes, which
raises the issue of developing appropriate knowledge and
skills among the population to identify disinformation.

The dynamics of political processes in the context of
global digitalisation require a change in information securi-
ty standards. In particular, psychological aspects of the po-
litical life of society play a fundamental role in managing
the information space of the state, which is an urgent issue
of political psychology in modern society. The main goal of
the study was to determine the specifics of the formation of
political consciousness of citizens in the context of studying
the specifics of political psychology and revealing ways to
counteract disinformation at the public level.

Materials and methods
The basis of the methodological approach to the analysis of
the issue under study is a qualitative combination of meth-
ods for establishing the structural components of political
psychology and the features of its development in the con-
text of the digitalisation of society, as well as determining
the content of the problem of social reality in terms of man-
aging the information policy of the country, in particular,
means of combating disinformation at all levels of public
life. These issues included determining the conditions for
shaping the political consciousness of citizens and finding
effective methods of countering disinformation within the
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country’s legal system. The planning of the research and
the implementation of its empirical part were based on the
systematisation and unification of the world experience of
studying the problem of the development of political psy-
chology, which became the basis for revealing the content of
its features in the digital society and a source of determining
methods of countering disinformation.

The study of the theoretical framework on the problem
of political psychology and the study of the global experi-
ence of protecting the state from manipulative violations in
the information space allowed for the analysis of the scien-
tific achievements of researchers from Ukraine, Germany,
Denmark, Sweden, Canada, Ireland, Chile, Indonesia, the
USA, Brazil, Norway, France, Finland, and the UK. In addi-
tion, this approach involved the use of methods of generali-
sation, synthesis, and comparison of the results of theoretical
analysis of the subject matter. In particular, the considered
scientific achievements contributed to the identification of
key aspects of the development of the political culture of the
population, which made it possible to identify the main di-
rections of managing disinformation and ensuring its coun-
teraction at the legal level.

The main approach to the organisation of practical re-
search on this issue was to identify the incentives for the
development of psychological components that are formed
as a result of social and political relations between people
and their environment and are implemented in the process
of their political activity. This approach made it possible
to analyse the structural elements of political psychology,
synthesise its features and identify methods of combating
information manipulation, which contributed to the identi-
fication of the fundamental provisions and principles of the
research problem and led to the formation of the scientific
apparatus of the study.

The outlined goal and analysed theoretical approaches
to the study of political psychology in the period of digital-
isation of society guided further empirical research, which
was based on the method of a sociological survey and aimed
at determining the formed political ideology of citizens at the
current stage of the country’s development, as well as their
knowledge and skills to recognise disinformation. Also, the
analysis of the theoretical framework led to the hypothesis
that modern youth are more critical of information related to
the political life of the country, and their media literacy rates
are higher than those of the older generation. Kyiv residents
were invited to participate in the study. The sample was
formed in several stages. The first stage was carried out by
interviewing passers-by on the streets of the city. Ultimately,
482 people aged 19 to 63 took part in the study. Further re-
search was carried out using an online survey. Respondents
received a link to it via email or SMS, according to the per-
sonal data they provided in the interview. The online survey
was aimed at determining a person’s subjective assessment
of their own awareness of disinformation (“Determining the
formed knowledge regarding disinformation” (2023)). This
allowed to divide the sample by age to identify possible dif-
ferences in the respondents’ political values (IDRlabs 8 Polit-
ical Values Test (Test on 8..., 2023)) and their level of media
literacy (Media Literacy Test (A test to determine..., 2023)).
This approach involved an analytical comparison of the re-
sults obtained with the findings of other researchers, which
helped to identify the key features of controlling and man-
aging disinformation in the context of political psychology.
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Results

Building a state that focuses on the interests of the popula-
tion is a priority for the Ukrainian people. The development
of a digital society, where every citizen has free access to
the information space provided with up-to-date and accu-
rate data, is the conceptual basis of the country’s current
political system. Thus, the world practice shows the results
of progressive social development in the context of active
interaction between the authorities and the population,
which is achieved by the introduction of digitalisation at the
political, social, economic, cultural and educational levels
(Berg et al., 2022). At the same time, a new challenge is the
formation of digital culture among citizens, which becomes
a determining factor in their social and professional mobility
(van Kersbergen & Vis, 2022). The rejection of stereotypical
thinking about the dynamics of political processes in a digi-
tal society leads to the growing role of political psychology,
which can help normalise and optimise the psychological cli-
mate of political life in society (Hedling & Bremberg, 2021).

The study of the issue of political psychology is becom-
ing critically important for this age. In particular, political
psychology can be viewed within the framework of a men-
tal process, mental state or mental properties. Since politics
is created and implemented by people, each individual is
guided by their own motives, perceptions, emotions and atti-
tudes, which are reflected in their acts and behaviour. Inves-
tigating the regularities, conditions, mechanisms and facts
of the manifestation of politics in the socio-psychological as-
pect, ML.F. Golovatyy (2006), J. Blais et al. (2021), O.T. Mul-
doon et al. (2021), C.R. Kaltwasser (2021), and A. Mashuri et
al. (2022) interpret political psychology as a separate sci-
entific field designed to study the psychological aspects of
the political life of society and which can form political
portraits of voters and leaders, in particular, to justify their
motives, goals, behaviour and actions. This approach gives
political psychology a practical direction and considers it in
the context of conscious (rationalism) and extra-conscious
(irrationalism) aspects. The authors generally agree that the
development of the political-psychological concept is based
on understanding the psychological elements of the process
of political activity, predicting the outcome of this process
and transforming its external properties. Thus, the features
of political psychology reflect the monitoring and manage-
ment influence on the political consciousness of society, in-
cluding its culture, behaviour, activities, and motivations.
Therefore, it is important to define the place of political
psychology in the context of human political consciousness.

Previous scientific sources analysed indicate that the re-
flection of the formed political consciousness is observed in
the knowledge of a person and their views on political rela-
tions. At the same time, the political consciousness of an in-
dividual synthesises their values, experience, and knowledge
into appropriate behaviour. In this context, the development
of critical and analytical thinking contributes to the aware-
ness of the need for people to take an active part in the po-
litical processes of society. It is also worth pointing out that
the inability of the political and ruling elite to overcome the
crisis and implement the necessary reforms stimulates nega-
tive changes in the political consciousness of the community
and can become a certain lever for aggravation of the politi-
cal space and conflict reactions on the part of the population
(dissatisfaction with the authorities, protests) (Lund, 2015).

Since the political elite uses information as a means of
manipulation to force people to make wrong decisions, this
may result in a divergence from the public’s perception and
lead to political conflicts. Therefore, it is necessary to form
and raise the level of information culture of the population.

The rapid development of digitalisation creates a cer-
tain dependence on information technologies, in particular
those that inform people about certain news (blogs, social
networks, messengers). In this case, the issue of infodemia
(dissemination of false information) is gaining widespread
prominence in the modern world. This problem has become
particularly acute during the COVID-19 pandemic. Thus,
studying the impact of the COVID-19 pandemic on the hu-
man psyche, A. Bonafé-Pontes et al. (2021) and S. Dash et
al. (2021) found that disinformation, especially in the con-
text of active digitalisation of society, produces negative
emotional reactions in people (fear, uncertainty) and affects
the political and economic security of the country. In par-
ticular, disinformation causes differences in the views of so-
ciety and creates a polarity in the perception of the situation,
which produces conditions for evading political participa-
tion (Tarkin, 2021). Thus, information has exceptional prop-
erties based on its scale, universality, influence, and secrecy.
In the digital age, this poses a threat to certain segments
of the population at the psychological, technical, linguistic,
and technological levels and raises the issue of people’s po-
litical culture, their ability to recognise false facts, manage
them and act in accordance with the legal law of the state
within the framework of the regulations on the dissemina-
tion of information. Therefore, it is important to determine
the level of knowledge of the population about disinforma-
tion at the current stage of the development of the country.

Residents who lived in Kyiv at the time of the survey
were invited to participate in the study. Respondents were
selected on the streets of the city over the course of two
weeks. At the preparatory stage, random passers-by were
asked to complete a quick survey to learn their attitudes
and perspectives on the news in the information space. In
particular, questions were asked about their trust in the au-
thorities, their position on state policy and their awareness
of political relations within the country. Residents were also
asked to take an online survey to determine their media liter-
acy, political values, and ability to recognise disinformation.
The further study involved 482 adult respondents, including
34 people over the age of 55. The conditions for evaluating
the results were the same for all respondents.

The subjective assessment of the respondents’ knowledge
of recognising disinformation, including political disinforma-
tion, was carried out through an online survey compiled using
the Google Forms platform (Survey “Determining formed...,
2023). This survey also aimed to determine the political views
of people by age aspect. The results of the survey show that
young people prefer to learn news from Internet resources
(Ukrainian sites 22%; foreign sites 20%) and hardly trust news
from television (2%). In particular, the majority of respond-
ents aged 18-35 verify political news from official sources and
foreign websites (70%). At the same time, respondents aged
35 to 55 actively use messengers (32%) and social networks
(21%) (Telegram, Facebook), Ukrainian-language Internet re-
sources (20%) to watch the news, and TV to a lesser extent
(6%). However, the overwhelming majority do not verify in-
formation in other sources, but trust what they hear or read in
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Table 1. Results of the subjective assessment of respondents’ awareness regarding disinformation

Respondents by age, %

No. Questionnaire questions Response option
18-35 35-55 55+
TV 2 6 41
. (Internet) Ukrainian news sites 22 20 18
What sources do you use to get acquainted : :
1 with news on a daily basis? (Internet) foreign news sites 20 12 3
) messengers 52 32 15
social networks 4 21 24
TV 2 9 68
Ukrainian news sites 39 54 18
Which information service do you trust the - :
2 most? foreign news sites 21 27 3
messengers 37 9 6
social networks 1 1 6
e .. 70 36 6
3 Do you verify information in other sources? 3111608 30 64 9%
news 65 51 71
Whose perspective would you rather accept inner circle 5 15 2%
4 when hearing news about the government’s - - —
foreign policy efforts? accept information only from an official 30 33 3
source
yes 80 74 94
N
5 Do you always vote? o 20 % 6
. . o I consider it to be a manipulation 70 68 38
How do you view anti-advertising by inclined to believe 1 1 53
6  political opponents in their preparation for - -
the elections? this reduces the Qegfee of trust in the 30 30 9
politician
high 46 32 26
7  Assess your ability to recognise fake news? average 53 54 68
low 1 13 6

a single source (64%). The results of the online survey on dis-
information awareness are presented in more detail in Table 1.

The results of the survey indicate lower levels of infor-
mation culture among the older generation. This suggests
the likelihood of a low level of political consciousness or
established authoritarian views characterised by state-cen-
trism. Therefore, in addition to political participation of an
individual in society, political psychology should also con-
sider the political values of a person, which directly affect
their behaviour and serve as a source of political socialisa-
tion. In particular, political values are an exceptional phe-
nomenon of human consciousness and an integral part of its
political culture, which together form a scale of assessments
on the way to the implementation of its political activities

45
40

(Golovatyy, 2006). The results of the study of respondents’
political values reflect the predominant position of centrism
in all age groups, which indicates that they see the political
life of society in the context of a balance between equality
and social hierarchy in opposition to political perturbations
in any direction. At the same time, affiliation with views
on a political regime where the government should be to-
talitarian in legislative, executive, and judicial decisions is
reported among the lowest in all groups. It should be noted
that among the respondents, there were no political values
that indicate radical beliefs about preventing state authori-
ties from making economic, industrial and managerial deci-
sions in society. A visual representation of the results of this
survey is shown in Figure 1.
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Figure 1. Analysis of survey results to determine political values of respondents
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The development of a person’s political culture is
closely connected with the formation of their spirituality,
which is based on moral, legal, social, and managerial
principles. At the same time, the political culture of so-
ciety determines its civilisation, competence, profession-
alism, and morality (Golovatyy, 2006). Performing social
functions, political culture is designed to increase the
political consciousness of citizens, ensure their influence
on the political process, protect the political values of so-
ciety, contribute to forecasting the behavioural reactions
of society, and ensure the ideological and political con-
nection of a person with society and the political system
as a whole (Barandiaran et al., 2020). Given the depth of
development of elements of a person’s political conscious-
ness, it is important to understand their political education
and the maturity of political culture. In particular, when
considering these issues in the context of a digital socie-
ty, media literacy is a key issue. Thus, the development
of relevant knowledge and skills, as well as information
managing skills, allows a person to critically evaluate the
information received. At the same time, media literacy
also provides an analysis of people’s behavioural and emo-
tional reactions, which makes it possible to create various
information messages for the media space to influence so-
ciety, including false facts (Rasi et al., 2019). Therefore,

it is extremely important to understand the development
of this knowledge and skills. Analysis of survey results de-
termining the level of media literacy indicates low scores
among respondents over 55 (76%) (A test to determine...,
2023). Considering the subjective assessment of this group
regarding knowledge about disinformation, only 6% of re-
spondents have this indicator corresponding to reality. The
majority of respondents aged 18-35 (69%) and 35-55 (58%)
have an average level of media literacy. Generally, the
overwhelming majority of respondents could not answer
the question about the information medium as the primary
source (letters, photographs, texts and data from govern-
ment agencies and statistical institutions). Difficulties also
arose in the survey on standards for verifying the veracity
of information, where only 110 respondents in the groups
of 18-35 years old (62 respondents) and 35-55 years old
(48 respondents) were able to answer in full. For example,
some respondents highlighted the items “reliability of infor-
mation” and “completeness of information”. Others marked
irrelevant points, in particular, omitting the point about
the criticism and distinguishing facts from opinions and as-
sessments, which indicates the need to increase media liter-
acy among the population as a practical method of combat-
ing disinformation in the political space of the state. The
results of this test are presented in more detail in Figure 2.
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Figure 2. Analysis of the results of the study to determine the media literacy of respondents

The analysis of the empirical study indicates a limited
ability of the older generation (55+) to determine the reli-
ability and accuracy of information, especially of political
content. However, the aggregate of indicators for young
people (18-35 years old) in this study reflects their abili-
ty to understand and detect false facts, which suggests that
respondents are able to optimise information and store and
disseminate it wisely. Indicators of their media literacy and
political values reflect the formed system of political knowl-
edge, assessments, motives and orientation in political activ-
ity. Similar indicators were also recorded for the 35-55 years
old group, but at a slightly lower level. However, only a small
percentage of respondents over the age of 55 are willing to
change their stereotypical thinking in line with the new real-
ities of the modern digital world. Thus, the study shows that
political consciousness is a plastic system of reflection of a
person’s political culture, intended to facilitate their politi-
cal activity based on the knowledge, assessments, attitudes,
and values they have formed. In the context of studying po-
litical psychology, targeted development of a person’s polit-
ical consciousness and information literacy can counteract
disinformation at the social level. The implementation of

public information education plays a key role in eliminat-
ing stereotypical thinking about political activity and is of
particular importance in the digital society (Bundy, 2002).

The empirical research stage involved testing the hy-
pothesis, which was successfully confirmed. For the older
generation, entering the digital world, which is oversatu-
rated with information, especially political information, is
characterised by a certain difficulty in rethinking the activ-
ities of the modern government and personal participation
in the political life of the country. This creates difficulties in
increasing political awareness and developing media liter-
acy. However, young people are able to critically evaluate
information in the digital space and analyse it in accordance
with the norms and rules for determining its reliability, in-
cluding referring to the original source to confirm or refute
it. These indicators demonstrate the interest of the younger
generation in engaging in political activity, including the
formation of consciousness and culture. The findings never-
theless indicate a lack of awareness of disinformation and
counteraction among the older generation, which necessi-
tates the creation of appropriate social programmes to im-
prove their information literacy.



Discussion

The introduction of information technologies in the politi-
cal process creates conditions for strengthening democracy,
promotes the development of new forms of communicative
communication between the authorities and society, reduces
the monopoly on the dissemination of information, provides
transparent access to political decisions, forms mechanisms
of political mobility and expands the opportunities for mu-
tual activities of the authorities and the population. At the
same time, information overload can create risks of falsely
informing society and manipulating its consciousness (Carri-
ere, 2022). A special place in the political life of the country
is assumed by the mass media, which significantly influence
the development of public opinion and views on various po-
litical issues. According to P.J. Davies (2022), media play a
crucial role in shaping political system change. Investigating
the media phenomenon in politics, the author notes that its
influence on public opinion is not limited to the period of
election campaigns, but is constant, which gives the popula-
tion an idea of a certain political reality. Similar conclusions
can be traced in the study by P.S. Hart et al. (2020) on the
politicisation of news about crisis events, where the author
points out the significant impact of mass communication on
public consciousness.

At the same time, R.M. Perloff (2021), studying the dy-
namics of political communication, media and politics in the
digital age, notes that mass media are used in political ac-
tivities as a means of promoting certain political projects. In
particular, the author emphasises that mass communication
is a source of the process of political socialisation of the indi-
vidual, which is characterised by the acquisition of political
knowledge, the formation of values and relevant political
activity. At the same time, deliberate politicisation of the
media leads to a decrease in trust and suspicion about the
activities of the political elite. The results of the empirical
study also correlate with these conclusions. Thus, the anal-
ysis of the data obtained suggests that trust in the media
among the younger generation is rather low. Young people
are critical of political news and seek reliable information
from primary sources, while the vast majority of respond-
ents perceive political advertising as manipulative and an
attempt to influence their political consciousness.

Modern scientific research on the political influence on
the system of knowledge and assessments of a person, their
attitudes and behaviour, in particular, the scientific con-
tributions by M.F. Golovatyy (2006), V.A. Gorton (2016),
S. Doskach and L. Kostyk (2021), J. Blais et al. (2021), U. Re-
isach (2021), demonstrate that this phenomenon is generally
studied in two directions. The researchers refer to the first
one as apologetic orientation, which is based on political
manipulation as a way to control mass consciousness. The
second direction is seen by the authors as a socio-critical
aspect that allows political manipulation to be directed to-
wards the development of a new perception of social reali-
ty. It should be noted that in the context of the rapid digi-
talisation of social processes, both approaches are used to
suit the goals of the political elite. In particular, as argued
by D. Susser et al. (2019), the technology of political ma-
nipulation consists in including the desired content in the
consciousness of individual population groups, introduced
into their political attitudes by influencing vulnerable fac-
tors through fear or anxiety. Thus, studying the connection
between political technologies, autonomy and manipulation
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of public consciousness, the author also emphasises that po-
litical manipulation is based on the implementation of hid-
den goals that a disinformer cannot achieve without the full
support of society.

Exploring the issues of political manipulation, disinfor-
mation and fake news J.E. Fossum (2023) divided political
manipulation into mass and interpersonal manipulation,
emphasising that each has its own purpose and is subject
to certain technologies that help to achieve the desired.
Thus, to implement interpersonal manipulation, it is neces-
sary to identify the type of person and their characteristics
(motives, views). However, in an attempt to manipulate a
group of people, it is necessary to determine its general char-
acteristics and vulnerability criteria. Political manipulation
distorts the reality of the political process, which leads to its
uncontrollability due to disruptions in the system of mutual
exchange of information between society and the authori-
ties. Studying the concept of political manipulation G. Whit-
field (2022) determines it by a set of means of psychological,
spiritual and ideological influence on the consciousness of
the population. According to the author, the purpose of this
is the desire to impose targeted political ideas on society to
realise personal interests.

High information literacy of the population contributes
to the prevention of political manipulation and disinforma-
tion. Research by A. Bundy (2002) indicates that the founda-
tion of the information culture of the individual is a system
of scientific principles, laws, concepts and provisions that
are subject to general cultural approaches and views. Ana-
lysing the issue of the development of information literacy
of the population, the author emphasises that information
culture combines interrelated and interdependent elements
of communicative, lexical, intellectual, moral, legal, and ide-
ological processes of the formation of human consciousness.
A similar view is shared by I. Levin and D. Mamlok (2021)
in the study on the issues of culture and society in the dig-
ital age. Thus, the authors note that the development of an
individual’s information culture is facilitated by raising the
level of their information literacy, which consists in the for-
mation of sufficient knowledge and skills to evaluate and
adequately use information. At the same time, as argued by
L. Smith (2016), low levels of Information literacy make it
difficult to recognise false information, which leads to diffi-
culties in determining a person’s political values and creates
a sense of disillusionment with the political system. Study-
ing the problem of information literacy, the author points
out that its insufficient formation reduces political activity
and causes absenteeism. The analysis of the empirical re-
search results also points to low information literacy, which
makes it difficult to overcome stereotypes about established
views of the government, in particular, the older generation
showed a limited ability to recognise disinformation and
critically assess the activities of the political elite.

In addition to the positive phenomena of the develop-
ment of digital society, its information component also pro-
duces an increase in the number of violations of legal norms
intended to regulate information relations. The analysed
studies indicate that disinformation is a method of psycho-
logical influence, which is a conscious intention to provide
false information in order to achieve a mercenary goal to
gain benefits or advantages in one’s personal conduct. The
study of legal liability for violation of information relations
is quite complicated due to the absence of a single regulatory
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act that would cover the list of information violations, so in
practice, this is generally reflected in the incorrect application
of legal norms enshrined in the legislation of Ukraine (Golo-
vatyy, 2006). For example, the Law of Ukraine “On Infor-
mation” (2023) explains the basic principles of information
relations, in particular, the guarantee of the right to receive
information, access to it and the possibility of free exchange
of information. At the same time, Article 3 of this Law spec-
ifies the provisions of the state information policy, which is
designed to ensure equal opportunities for society to create,
collect, store, use, disseminate and protect information. At
the same time, the Law of Ukraine “On Information” (2023)
provides for disciplinary, civil, administrative, and crimi-
nal liability for violation of legal norms of information use.

According to M.F. Golovatyy (2006), civil liability is im-
posed on the subject of information relations (individuals,
legal entities, associations of citizens, public authorities) as
a result of causing damage to institutions, organisations, cit-
izens or enterprises through the dissemination of inaccurate
or false information administrative liability relates mainly
to the media. According to the Code of Ukraine on Adminis-
trative Offences (2023), in particular Article 173.1, it states
that spreading false rumours (disinformation) may lead to
panic in society or disturbance of public order. Administra-
tive liability is imposed regardless of the method of dissem-
ination of information (social media, messengers, Internet
resources). Criminal liability is imposed in cases of spread-
ing disinformation that harms society on a physical level.
According to the Criminal Code of Ukraine (2023), this type
of liability covers actions committed with the aim of violent
change, seizure of state power, violation of the constitution-
al order or calls for the commission of the above actions (Ar-
ticle 109), and in case of dissemination of such information
by an organised group of people, in particular through the
media, a more severe punishment is provided. The Code also
provides for criminal liability for disseminating disinforma-
tion that threatens human life or entails other grave conse-
quences (Article 250), disclosure of the secrecy of adoption
(Article 168), violation of personal privacy (Article 182) and
disclosure of commercial secrets at the level of a banking
or commercial institution (Article 232). Despite the absence
of a single legal act on the list of information offences, the
existence of a legislative framework for controlling and dis-
seminating disinformation suggests that there are means to
combat it. The key point in this matter remains the use of le-
gal mechanisms to counter disinformation by authorised of-
ficials, including training and improving their knowledge, as
well as clarification of legal liability for professional inaction.

Modern political processes are interconnected with so-
cial and information security, which requires a certain de-
gree of control over the reliability of data. At the same time,
the specifics of the impact of informatisation on the public
consciousness requires the development of skills to counter
disinformation not only at the state level, but also puts for-
ward requirements for the formation of information literacy
of the population (Olan et al., 2022). Thus, efforts to counter
disinformation in Italy involve teaching media literacy to
the younger generation (la Cour, 2019). In particular, since
2017, the government has introduced an initiative called
“Stop fake” into the educational process, which involves
teaching young people how to recognise disinformation. The
training materials include a guide to help identify false in-
formation and learn how to consume news consciously and

critically. Also, before the elections in 2018, the government
of the country developed and introduced the “Red Button
service”, which allows citizens to notify the cyber police
about fake news in the media space. This has allowed law
enforcement agencies to collect, analyse and respond appro-
priately to cases of disinformation in the media space.

In the US, in 2020, the Cyberspace Commission called
on the government to promote digital and information liter-
acy to build a disinformation-resilient society (Cyberspace
Solarium Commission, 2021). The commission developed
the White Paper, which became the foundation for identify-
ing and managing fakes, manipulation, and disinformation.
Thus, research on the issue of disinformation has yielded
recommendations for reducing and eliminating its impact on
the consciousness of the population. In particular, this doc-
ument provides advice for creating a set of practical actions
to combat disinformation at the state level by providing the
educational process with appropriate educational, financial
and digital initiatives. This approach allows for real-time
monitoring of information literacy. At the same time, in
2020, the Swedish government introduced a nationwide pro-
gramme to support government organisations in identifying
and countering disinformation (MSB: Countering disinfor-
mation..., 2020). In particular, the implemented programme
“4C Strategies” is based on individual scenarios to help peo-
ple with low information literacy build knowledge and skills
to counter disinformation. The software is designed to work
with real-life scenarios, allowing not only to identify ma-
nipulations but also to manage them. Also as of 2022, the
Psychological Defence Agency to fight fake news, foreign in-
terference was established to identify, analyse, and respond
to disinformation that is related to the influence on political
activities of the country (Duliman, 2022). The Agency coop-
erates with scientists, the military, and the media, providing
support to regions and various social organisations.

The UK is launching a new strategy to combat online dis-
information in 2021 (Department for Digital, Culture, Media
& Sport & Dinenage, 2021). For example, the government
has made efforts to introduce a programme in educational
and social organisations that can teach people media liter-
acy, develop critical thinking, and raise awareness of fakes
and manipulations in the information space. In 2019, the
French government introduced a set of open-source software
tools to counter disinformation in its digital space to meet
the political needs of the nation (Dussutour, 2021). And
from 2021, internet users will be able to access this software.
This allows for the detection of fake social media accounts
and the assessment of the legitimacy of a political adver-
tising campaign on them. That same year, the government
also introduced the Viginum Digital Interference Protection
Agency, which helps to detect and analyse the spread of fake
content in the digital space. The government of Finland has
included media literacy in the national curriculum from the
preschool level (Gross, 2023). Currently, the country ranks
first among European countries in terms of resistance to dis-
information. Notably, the Finnish public school system is
one of the best in the world. Teachers are given a certain
degree of autonomy in choosing the methods of teaching
and learning, which helps to include many practical tasks in
lessons, including those related to the definition of disinfor-
mation. The educational process is based on modern digital
technologies and is aimed at the targeted development of
critical thinking in children.



The analysed previous studies indicate that the threat of
disinformation is intensifying on a global scale. Different ap-
proaches to its definition and counteraction make it possible
to critically evaluate methods of combating disinformation
and choose the most effective way to implement relevant
concepts at the state level. The scientific study is consistent
with the conclusions drawn by A. Ali et al. (2023) and also
L. Oldenburg and J. Griesbaum (2022), who argue for the
need to introduce the idea of improving information literacy
into the educational process. Young people’s access to the
Internet does not guarantee the gradual acquisition of the
competence to identify disinformation, especially in adoles-
cence. By examining the indicators of digital and informa-
tion literacy of the younger generation, the authors conclude
that forming skills and knowledge to identify disinformation
will not only help develop analytical thinking, but also allow
them to critically evaluate the information they encounter
on a daily basis. The study highlights the need to develop
critical and analytical thinking, which is an important condi-
tion for the formation of a person’s electoral behaviour and
political activity in adulthood. The results of the study also
correlate with the Law of Ukraine “On Information” (2023),
which enshrines transparency of access to information, the
possibility of its processing and free exchange, including in
the digital space.

The conducted study identified the forms of political
psychology manifestation, which are political values, emo-
tions, thoughts, beliefs of people, their aspirations, goals,
habits, and traditions. In particular, this contributed to high-
lighting the features of political psychology in the digital
society (Zmigrod, 2022):

= the formation of this scientific field is carried out
within the framework of political activity of society in the
context of interaction of the subjects of this activity in the
social and information space;

= the study of human political behaviour, values, mo-
tives and attitudes helps to analyse the position of political
psychology in the process of digitalisation;

= political processes are forecasted by studying the po-
litical consciousness of society, in particular the emotional
components of human behaviour.

Political mobility allows reacting to changing political
situations:

= the political process is seen as a competition, which al-
lowstheadvancementof digital technologies and skillsin man-
aging them while combating different ideologies and unau-
thorised interference in the political process (Jost et al., 2022);

= the influence of various factors on the process of po-
litical activity is considered within the framework of the
present and allows to identify and influence the current
needs and interests of citizens (Richards et al., 2022).

The results of the study indicate a significant influence of
the media on processes of modern political life. World prac-
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themselves in the system of political activity of the state, to
form relevant values, motives, and goals, to understand their
own political orientations and expectations, it is necessary
to develop and implement social programmes and initiatives
that will help to increase the information literacy of society.

Conclusions

Global digitalisation is characterised by the rapid develop-
ment of innovations and technologies that have a significant
impact on the acceleration and modernisation of econom-
ic, educational, and political sectors. At the same time, the
impact of digitalisation produces significant changes in the
behaviour patterns of modern society, which is reflected in
the modernisation of its cultural sphere, the transformation
of its worldview and values. However, the consequences of
the use of digital technologies can be unpredictable, which
necessitates raising the level of awareness among the popu-
lation, including the development of practical skills for ade-
quate perception of information.

The study indicates that the political practice of moder-
nity is distinguished by skilful manipulation of the political
consciousness of the population, in particular, this influence
is reflected in a certain implementation of the hidden incen-
tive to achieve the results required by a certain political elite.
Therefore, the key direction of the process of informatisation
in modern society is the individual development of the in-
dividual, in particular their information culture, which will
be based on improving knowledge and skills in processing
information sources, searching for them, optimising them,
determining their reliability and legitimate distribution.

The formed hypothesis was fully confirmed at the stage
of empirical research. Notably, the indicators according to
the criterion of subjective assessment of respondents’ ability
to identify disinformation were significantly overestimated
by the older generation of respondents, while young people
critically assess their own capabilities and show a desire to
advance their information literacy. Based on the study of
international experience in countering disinformation in the
context of state educational and political activities, effective
methods of countering disinformation were identified, in-
cluding the introduction of a media literacy programme in
the educational system, which allows young people to form
a conscious management of information in the digital space
and promotes the development of knowledge and skills to
identify and counter disinformation. A promising area for
further study is the analysis of methods for developing infor-
mation literacy programmes and ways to implement them
in the public life. The findings of the study can be used by
educators, psychologists, political scientists, and social or-
ganisations that have a direct impact on the formation of
information literacy of the population.
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KpaiHM, 3a SKOro palioOHaJIiCTUYHUM CBIiTOIJIAJ CYCIIJIbCTBA CIPHUAE COLiaJIbHOMY, €KOHOMiYHOMY Ta IOJIiTUYHOMY
pO3BUTKY LiHHOCTeN nepxaBu. @dopMyBaHHA MOJITUYHOI CBigomocTi ocobucrocTi BiAOyBaeTbcs Mif BIJIMBOM
iHQOpPMaLifiHOTO NPOCTOPY, y AKOMY BOHA XMBe, 110 3YMOBJIIOE aKTYaJIbHICTh AOCJIi)KeHHA NUTAHHA yIPaBJIiHHA Ta
BU3HAUYeHHs Ae3iHdopMarii Ha eTari CTpiMKOI qupKuTati3arii cycnisscta. ToMy METOI0 JOCITiJ)KEeHHS CTAJI0 BUSHAYEHHS
crierdiky pO3BUTKY Mojesiell MOJIiTUYHOI MOBEeAiHKM Ta CBiJOMOCTi 0cOGMCTOCTi B mpoleci popMyBaHHS rpoMaJiCbKOL
MO3UIlil B KOHTEKCTi COI[iaJIbHO-IICUXOJIOTiUHMX, iHOpMaIilHUX Ta MOJTUYHUX JeTepMiHAHT. OCHOBOIO TEOPETHKO-
MeTOAOJIOTiYHOTO MiIXOAY B I[bOMY HOCJIi)KeHHi cTajl0 MOE€JHAHHA AKICHUX METOiB CHCTEMHOTrO aHasli3y crerudiku
NICUXOJIOT{YHUX YMHHUKIB (POpPMyBaHHA NOJITUYHUX MOTJIAAIB Ta CyCHiJIbHOI IOBEOIHKH, a TaKOX KOHTEHT-aHaJsli3y
npoTuAil AesiHopmalil Ha cydacHOMy eTalli pO3BUTKY cycHijibcTBa. KpiMm Toro, 6ysio mpoBefeHO KiJlbKa ONUTYBaHb
IOJ10 TOTJIAMIB Ta CIPUMHATTS HaceJIeHHAM iH@opwmarii B MemianpocTopi KpaiHu. Y CTaTTi TakoX MpejcCTaBJieHi OgaHi,
SKi BimoOpaxkaloTh MUTAHHA MCUXOJIOTiYHOro ¢peHOMeHyY CyCIiJIbCTBA, 30KpeMa MOJITUYHUX CyIKeHb, HaCTPOIB, MOTped
i MOTUBIB JIIOJIell, AIKi € Pe3yJIbTAaTOM CYCITiJIBHO-TIOJITUYHUX BiJHOCUH i peasi3yloThCs B IEBHil MOJITUYHIN MOBeiHIL
Ta [ifX AK OKpeMOoi JIIOJWHM, TaK i CyCHiJIbCcTBa 3arajoM. Y CTaTTi pO3rJIAAAloThCA MUTAHHA MPOTUAIL Ae3iHdopmalil B
[1PPOBOMY IIPOCTOPI AepKaBU Ta IJIAXY MiABUILEHHA iHOopMalLiliHOI rpaMOTHOCTI HacesleHH:A. Pe3yibTaTy JOCJIiIKeHHA
MarTh IPaKTUYHY LiHHICTh /1A OCBiTHIX, COI[iaJIbHUX Ta IICUXOJIOTiYHUX OpraHisaliii, AKi 0e3nocepeJHbO BILUIMBAIOTh Ha
(popmMyBaHHs IPaBOMipHOI MOBEIiHKY Ta CBiJOMOr0 CTaBJeHHA A0 iHGOpMaNiliHUX MpoueciB y nrudpoBOMy IpoCTOpi
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